C Acapemy

200 An International Conference e

Global Summit on Innovation, Technology, Humanities and Management (ICGSITHM-2024)
Venue: Edusoft Technology, Zirakpur
29'"" December 2024

Digital Dissent and Social Media: The Double-Edged Sword of
Activism and State Control

Prof. Pallavi Ligade, Assistant Professor, Symbiosis Centre for distance learning, Email- pallavi.ligade@scdl.net
Dr. Hema Menon, Professor and Head, Department of Law, Center for Higher Learning and Research, Dr. Ambedkar
College, Nagpur

Abstract
In the digital age, social media has emerged as a transformative force in global activism and
social advocacy. Platforms such as Facebook, Twitter, Instagram, and YouTube have enabled
individuals and marginalized groups to transcend geographical and social barriers, voicing their
grievances and catalyzing social change. Yet, this empowerment has also rendered these digital
spaces vulnerable to state control and repression. This paper critically explores how social
media functions as a dual-edged sword—simultaneously serving as an instrument of liberation
for activists and a mechanism for government surveillance and censorship. By examining
pivotal movements like the Arab Spring, #MeToo, and #BlackLivesMatter, alongside
governmental strategies to suppress digital dissent, this paper evaluates the implications of state
interference on democratic engagement and public discourse. The findings underscore the
urgent need to preserve social media as a free and open arena for civic participation.
Introduction
Social media platforms have fundamentally altered the landscape of modern activism. Where
traditional methods of mobilization once relied on physical gatherings, printed pamphlets, or
mainstream media coverage, today’s movements-are born and proliferate in digital spaces. The
viral nature of online activism has redefined how grassroots campaigns mobilize, organize, and
sustain themselves. This rapid shift has empowered diverse voices to participate in shaping
public discourse, from local protests to transnational movements. However, as social media
facilitates political dissent, it has also attracted the gaze of authoritarian and democratic
governments alike. State actors increasingly perceive online activism as a challenge to national
stability and political order, prompting them to deploy surveillance, censorship, and legal
suppression.
The dilemma, therefore, is clear: while social media platforms democratize participation and
amplify marginalized voices, they also expose activists to heightened risks of state retaliation.
This paper dissects this complex tension between empowerment and control, offering insights
into the evolving dynamics of digital dissent.
Literature Review
Scholars have extensively examined the intersection of social media and activism. Yochai
Benkler’s theory of the "Networked Public Sphere" posits that digital platforms enable the
decentralization of information flows, allowing citizens to bypass traditional media monopolies
and participate more actively in public discourse. This shift has empowered grassroots
movements to thrive in environments where state media control is prevalent.
Clay Shirky’s work emphasizes the role of social media in fostering "leaderless" movements,
where collective action is driven by loosely connected networks rather than hierarchical
structures. These movements, such as Occupy Wall Street and the Arab Spring, exemplify how
digital tools can empower decentralized activism.
Shoshana Zuboff’s concept of "Surveillance Capitalism," however, underscores the risks
associated with digital activism. Zuboff argues that corporations and states exploit user data
for profit and control, creating a system where activism is constantly surveilled, monetized, or
even suppressed.
Theoretical Framework
This paper draws on the "Networked Public Sphere" to explain how activists utilize social
media to build coalitions, disseminate information, and challenge dominant narratives. It also
incorporates "Surveillance Capitalism" to explore how states and corporations use the same
platforms for surveillance and control.

;}{j{ff,};}g}g International Advance Journal of Engineering, Science & Management Sponsored. (ISSN: 2393-8048) 47


https://www.olx.in/item/counselor-advisor-ID1jYeC3.html
mailto:pallavi.ligade@scdl.net

C Acapemy

200 An International Conference e

Global Summit on Innovation, Technology, Humanities and Management (ICGSITHM-2024)
Venue: Edusoft Technology, Zirakpur
29'" December 2024
Social Media as a Platform for Dissent
Social media’s decentralized nature makes it an unparalleled tool for activism. Activists can
initiate campaigns, disseminate information, and forge alliances with minimal resources. The
viral potential of hashtags, livestreams, and multimedia content enables the rapid spread of
messages across borders. Movements such as #MeToo and #BlackLivesMatter highlight the
role of digital platforms in transforming individual grievances into collective action.
The #MeToo movement, originally conceptualized by activist Tarana Burke, gained
unprecedented global momentum through social media in 2017. The hashtag became a vehicle
for millions of individuals—primarily women—to share experiences of sexual harassment and
assault, breaking the silence that had long protected perpetrators. The movement’s digital
virality spurred conversations on workplace ethics, gender power imbalances, and institutional
complicity, prompting legislative reforms and corporate reckonings.
Similarly, the Black Lives Matter (BLM) movement leveraged social media to challenge
systemic racism and police brutality. Sparked by the acquittal of George Zimmerman in the
2012 killing of Trayvon Martin, BLM has since used platforms like Twitter, Instagram, and
Facebook to mobilize protests and amplify demands for racial justice. The livestreamed murder
of George Floyd in 2020 reignited global outrage, with social media catalyzing one of the
largest protest movements in recent history.
The Arab Spring: A Case Study of Digital Mobilization
The Arab Spring remains one of the most emblematic examples of social media-driven dissent.
Beginning in Tunisia in late 2010, the movement-quickly spread to Egypt, Libya, Yemen, and
other nations across the Middle East and North Africa. Social media platforms served as crucial
tools for coordinating protests, sharing real-time information, and documenting state violence.
In Egypt, Facebook played a critical role in organizing the 2011 Tahrir Square protests that
ultimately led to the ousting of President Hosni Mubarak. Activists bypassed state-controlled
media and mobilized mass demonstrations by creating Facebook events, circulating calls to
action on Twitter, and broadcasting live footage of police brutality. The decentralized and
horizontal nature of these digital networks allowed protestors to stay ahead of government
crackdowns, illustrating the potential of social media to disrupt entrenched power structures.
Additional Global Examples of Digital Dissent
The 2019 Hong Kong protests against China’s proposed extradition bill were largely
orchestrated through encrypted messaging platforms like Telegram. Protesters used online
forums and apps to coordinate demonstrations and evade state surveillance. Similarly,
Nigeria’s #EndSARS movement in 2020 utilized Twitter to document police brutality and
mobilize youth-led protests against the Special Anti-Robbery Squad.
In Western democracies, movements like Occupy Wall Street (2011) and the School Strike for
Climate (Fridays for Future) led by Greta Thunberg also highlight the power of social media
in organizing dissent. In both cases, platforms like Twitter and Instagram were essential for
galvanizing public awareness and mobilizing grassroots support.
Government Response to Digital Dissent
In response to the growing influence of digital activism, governments have deployed a variety
of strategies to curtail online dissent. Authoritarian regimes, in particular, have prioritized the
regulation and surveillance of digital spaces.
China’s Great Firewall is one of the most sophisticated examples of state-led digital control.
The government censors politically sensitive topics and blocks access to foreign social media
platforms such as Facebook, Twitter, and YouTube. Instead, state-approved platforms like
WeChat and Weibo dominate the digital landscape, where automated censorship and human
monitors swiftly suppress dissenting content. The government also pressures tech companies
to comply with data localization laws, enabling closer surveillance of user activity.
In Russia, the Kremlin has passed legislation mandating that tech firms store user data on
servers located within the country, facilitating easier state access. Prominent opposition figures,
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including Alexei Navalny, have been systematically targeted through cyberattacks, arrests, and
the removal of online content critical of President Vladimir Putin’s regime. The government’s
crackdown on Telegram, a secure messaging app popular among activists, exemplifies the
state’s aggressive approach to digital dissent.
Iran has also utilized internet shutdowns as a blunt instrument to silence protests. During the
2019 fuel price demonstrations, Iranian authorities cut off internet access nationwide for
several days, effectively isolating protestors from both domestic and international audiences.
These shutdowns, while limiting the reach of activists, also embolden state security forces to
suppress demonstrations with impunity.
The Chilling Effect: Silencing Dissent Through Surveillance
Government surveillance programs create an atmosphere of fear and self-censorship. In many
contexts, the awareness of being monitored discourages individuals from participating in
political discussions or sharing dissenting opinions online. The threat of arrest, harassment, or
public shaming compels activists to moderate their speech or disengage from activism
altogether.
In democratic countries, while surveillance may be subtler, it nonetheless impacts public
discourse. For instance, intelligence agencies in the United States and United Kingdom have
conducted surveillance on protest movements under the pretext of national security. Leaked
documents from whistleblower Edward Snowden revealed the extent to which programs like
PRISM collected metadata from major tech companies, fueling debates on the balance between
security and privacy.
The chilling effect of such surveillance curtails civic engagement and undermines democratic
participation. Activists increasingly resort to encrypted messaging apps, pseudonymous social
media accounts, and virtual private networks (VPNSs) to safeguard their identities. However,
these tools are not foolproof, and the constant specter of surveillance diminishes the reach and
effectiveness of online activism.
The Role of Tech Companies: Between Ethics and Compliance
Social media companies face difficult ethical dilemmas when governments demand content
removal or access to user data. While some companies resist authoritarian requests, others have
been criticized for prioritizing profits over the protection of user rights. Facebook, Twitter, and
Google have all faced backlash for either insufficiently moderating harmful content or enabling
government surveillance by complying with data requests.
Transparency reports released by these companies provide insights into the number of
government requests they receive. Yet, activists and digital rights advocates argue that more
robust protections, such as end-to-end encryption and minimal data retention policies, are
necessary to safeguard user privacy.
Future Outlook: The Rise of Al and Deep Surveillance
As artificial intelligence advances, so too does the sophistication of surveillance technologies.
Governments are increasingly using Al-powered tools to monitor social media content,
automate the detection of dissent, and predict protest activities. Additionally, the emergence of
deepfake technologies threatens to undermine trust in digital content and disrupt activist
campaigns.
The future of digital dissent will depend on the resilience of civil society, the ethical
responsibilities of tech companies, and the capacity of democratic institutions to safeguard
digital rights. Efforts to establish international norms and legal frameworks, such as the Global
Network Initiative and the UN’s Guiding Principles on Business and Human Rights, are crucial
steps in mitigating the risks posed by surveillance.
Conclusion
Social media has fundamentally reshaped activism, offering new avenues for marginalized
voices to challenge oppressive structures and demand justice. However, as these platforms
become arenas for political contestation, they have also become battlegrounds where
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governments seek to reassert control.
The paradox of social media lies in its ability to simultaneously empower and endanger
activists. While it democratizes access to information and amplifies dissent, it also exposes
users to heightened surveillance and repression. To preserve digital spaces as vibrant forums
for free expression and civic engagement, it is imperative to safeguard the rights of activists,
resist the encroachment of authoritarianism, and advocate for stronger digital rights protections.
Ultimately, the future of digital dissent depends on the resilience of activists, the ethical
responsibility of tech companies, and the vigilance of democratic societies committed to
upholding civil liberties in an increasingly monitored world.
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