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Abstract
Polymorphic threats, which frequently change their code to evade signature-based detection
mechanisms, pose a significant challenge to traditional cyber-security solutions. This paper
investigates the efficacy of self-supervised learning (SSL) in detecting such evolving threats
within web server logs. By training models without labeled data, SSL approaches leverage
structural and temporal features in web logs to learn generalizable representations of benign
and malicious activity. We develop a transformer-based SSL architecture incorporating
contrastive learning and masked log modeling. Experimental results on a modified version of
the CIC IDS 2018 and a synthetically generated polymorphic attack dataset demonstrate
significant improvements in threat detection, with an Fl-score of 94.7%, outperforming
supervised baselines in low-data settings. This study contributes to the growing body of Al-
based cyber-security methods by proposing a scalable and adaptive system for real-world web
environments.
Keywords: Cyber-security, Self-supervised learning, Malicious activity
1. Introduction
The exponential growth of digital ecosystems and cloud-native applications has exposed web
infrastructure to a wide array of advanced cyber threats. Among these, polymorphic threats
have emerged as one of the most formidable challenges to cybersecurity systems. These threats
are uniquely characterized by their ability to mutate their code signatures and behavioral traits
on each execution or transmission, effectively rendering traditional signature-based intrusion
detection systems (IDS) and static rule engines obsolete [1]. In a typical polymorphic web-
based attack, adversaries modify HTTP request payloads, obfuscate user-agent strings,
manipulate query parameters, or inject encoded scripts that vary in every instance while
maintaining the same malicious intent [2]. Traditional threat detection mechanisms, including
supervised machine learning and manually crafted heuristics, are becoming increasingly
ineffective in the face of such adaptive and evasive attacks. These approaches depend heavily
on large labeled datasets to train detection models, which are both labor-intensive to construct
and quickly outdated due to the evolving nature of threats [3]. Moreover, supervised learning
models struggle to generalize beyond the specific attack signatures they were trained on,
leading to high false negatives when exposed to novel or polymorphically altered threats [4].
To address these limitations, recent advancements in Self-Supervised Learning (SSL) offer a
transformative approach to cybersecurity. SSL, a paradigm of unsupervised learning, enables
models to learn meaningful representations of data by solving pretext tasks—such as predicting
missing parts of the input or distinguishing between different augmentations of the same
input—without the need for explicit human labeling [5]. This makes SSL particularly appealing
in domains like cybersecurity, where labeled threat data is scarce, highly imbalanced, and
rapidly evolving. In the context of web security, web server logs contain rich sequential and
structured data, including IP addresses, timestamps, request methods, URL paths, headers, and
payloads. These logs can be mined to detect both anomalous behavior and hidden attack
patterns. However, due to their volume and diversity, effective analysis requires models that
can learn latent features and temporal correlations from unlabeled log sequences [6]. Self-
supervised techniques such as Masked Log Modeling (MLM)—inspired by masked language
modeling in NLP—and Contrastive Log Learning (CLL)—based on contrastive representation
learning—have shown promise in capturing contextual dependencies and structural anomalies
in such sequential log data [7].
This paper investigates the design and implementation of self-supervised learning approaches
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for detecting polymorphic threats in web logs. Specifically, we develop a transformer-based

SSL framework that utilizes both MLM and CLL to learn robust representations of benign and

malicious log patterns. By leveraging unlabeled log data, the proposed model aims to identify

evolving attack behaviors without relying on predefined threat signatures.

Our primary contributions are as follows:

e We introduce a novel SSL framework that applies masked prediction and contrastive
learning tasks on raw and augmented web logs for representation learning.

e We construct and evaluate the framework on both benchmark datasets (e.g., CIC-IDS 2018)
and synthetically generated polymorphic web attack data, capturing realistic obfuscation
and evasion techniques.

e We demonstrate that our model outperforms traditional supervised baselines in detecting
previously unseen polymorphic threats, achieving higher recall and lower false-positive
rates.

¢ In doing so, we aim to bridge a crucial gap in the literature by presenting a scalable, data-
efficient, and future-proof detection methodology for polymorphic web threats.

2. Literature Review
Gupta and Rathi [8] investigated the application of a Naive Bayes classifier to identify
malicious web traffic originating from Indian e-commerce platforms. Their model focused on
traditional attack vectors like SQL injection, HTTP floods, and cross-site scripting, using
features such as header entropy and URL length. The study, rooted in Bayesian Decision
Theory, achieved a high accuracy of 87% in clean data environments. However, it critically
failed to generalize when tested on polymorphic threats or encrypted payloads, revealing the
limitations of purely probabilistic models in dynamic cyberattack landscapes. The authors
concluded that lightweight models are suitable for static environments but must be augmented
with anomaly detection layers for evolving threats. Singh and Patel [9] developed a supervised
learning pipeline using Support Vector Machines (SVM) to detect web attacks based on
synthetically generated datasets. The dataset comprised simulated HTTP requests mimicking
SQL injection, remote file inclusion, and cross-site request forgery. Using margin
maximization theory as the core of SVM, they demonstrated that supervised models could
achieve high precision under controlled conditions. However, the approach struggled when
generalized to live or obfuscated attack traffic due to the lack of contextual or temporal
learning. Their work emphasized the need for models that could learn from partial or unlabeled
data and adapt to novel threats over time. Khan et al. [10] introduced a semi-supervised
approach for intrusion detection using web log analysis from Indian government portals. Their
model employed clustering to identify potential attack vectors and pseudo-labeling to bootstrap
supervised classifiers. Grounded in cluster assumption theory, which assumes that decision
boundaries lie in low-density regions, the model performed better than traditional supervised
methods in limited-label scenarios. However, it required careful calibration of thresholds and
suffered from concept drift over time. The authors concluded that while semi-supervised
learning reduces labeling costs, it still requires initial guidance and lacks adaptability against
polymorphic threats. In their study “Deep Autoencoder Models for Network Intrusion
Detection”, Rao and Iyer [11] employed unsupervised deep autoencoders trained on Indian
academic network traffic. The model, based on manifold learning theory, aimed to reconstruct
benign traffic and flag high reconstruction error samples as anomalies. They demonstrated
strong performance on static datasets but noted a lack of robustness when tested on evolving
and adversarial payloads. The critical insight was that static latent space representations are
insufficient for capturing temporal shifts in attack behavior, leading the authors to advocate for
integration with contrastive or SSL-based methods.

Mehta and Suresh [12] explored Recurrent Neural Networks (RNNs) for detecting sequential

web attacks in time-series logs. Using labeled datasets from Indian web hosting services, the
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study applied sequence modeling theory to capture recurrent patterns in payloads and user
behaviors. While the RNNs achieved good temporal correlation recognition, they failed to
detect zero-day and polymorphic threats, especially in encrypted traffic. The conclusion
emphasized the need for representation learning approaches like SSL, which can capture
structural relationships beyond temporal dependencies. Although not Indian authors, Chen et
al. [13] made a significant contribution by applying contrastive learning for anomaly detection
in financial transaction data. Their method used self-supervised learning theory, particularly
the InfoNCE loss, to train the model to distinguish between normal and anomalous sequences.
Despite its success in the finance domain, the model lacked adaptability to other contexts like
cybersecurity due to domain-specific representation challenges. The study indirectly
highlighted the potential of contrastive learning in cybersecurity, a space where its application
remains underutilized. Prakash and Dubey [14] presented a hybrid ML framework combining
rule-based filtering and LSTM networks for detecting polymorphic attacks in Indian banking
applications. Leveraging temporal memory theory, the model could identify repeat attack
patterns but struggled with one-time, obfuscated threats. The authors emphasized the lack of
labeled training data as a primary bottleneck and proposed the use of self-supervised
pretraining on raw logs to improve detection in real-time. This recommendation aligns with
emerging trends in zero-label learning pipelines. Igbal and Chatterjee [15] developed an Al
pipeline for predictive cybersecurity in Indian e-governance platforms using ensemble ML
techniques. They adopted ensemble theory (bagging and boosting) to improve detection
performance on structured datasets like login attempts and session durations. Although their
approach achieved state-of-the-art precision, it failed to capture behavioral anomalies in
unstructured payloads and script-heavy attacks, exposing a critical limitation of relying solely
on metadata. The study proposed integrating NLP-based SSL techniques to analyze raw traffic
content such as JavaScript and HTML in future iterations. Sharma and Nayak [16] investigated
the potential of Transformer-based architectures, including BERT and GPT, for modeling web
traffic logs. They applied transfer learning theory to fine-tune pre-trained models on Indian
network traffic datasets. The study demonstrated that these models could successfully detect
obfuscated commands in script tags and encoded payloads. However, the high computational
cost and the need for large volumes of pretraining data made the approach less feasible for
small and medium-scale deployments. The authors proposed using self-supervised pretraining
on unlabeled network data to overcome the pretraining bottleneck. Das and Verma [17]
proposed a self-supervised learning approach using contrastive pretraining followed by
anomaly detection fine-tuning for web payloads. Inspired by representation learning and
contrastive divergence theory, they used augmentations such as query mutation and header
reordering to create positive and negative sample pairs. Their model achieved superior
generalization to zero-day and polymorphic threats, especially on Indian web services. The
conclusion was that SSL enables robust feature extraction from unlabeled traffic, significantly
outperforming supervised counterparts in real-world adversarial settings.
3. Methodology
3.1 Dataset
CIC IDS 2018: Extracted 200,000 web log entries (GET, POST requests).
Synthetic Polymorphic Dataset: 50,000 generated polymorphic attacks using mutation
engines altering:
e Payload entropy
e Header obfuscation
e URL encoding
3.2 Pre-processing
e Tokenization of logs (IP, timestamp, URL path, query parameters, user-agent, HTTP
method)
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e Positional encoding added to maintain temporal context

e Anomalies labeled only for benchmarking; models trained without labels

3.3 Self-Supervised Architecture

We implement two pretext tasks:

Masked Log Modeling (MLM): Inspired by BERT; mask parts of the log (e.g., IP, method)

and predict them.

Contrastive Log Learning (CLL): Augment logs (shuffle, drop, mask entries) and push/pull

log representations in embedding space.

Model architecture:

o Transformer Encoder (6 layers, 8 heads)

e Projection Head for contrastive embedding

e Cross-entropy + contrastive loss

4. Experiments and Results

4.1 Experimental Setup

The experiments were conducted to evaluate the effectiveness of the proposed self-supervised

architecture on real and synthetic web log datasets. All models were trained and evaluated using

PyTorch 2.0 on a system with NVIDIA Tesla V100 GPU (32 GB VRAM), 256 GB RAM, and

2 Intel Xeon Platinum 8259CL CPUs. Training was conducted over 100 epochs using the Adam

optimizer (learning rate = le-4, batch size = 128). A dropout rate of 0.1 and a weight decay of

0.01 were applied to prevent overfitting.

Two datasets were used:

e CIC IDS 2018 (200,000 log entries): Provided real-world web traffic including benign and
known malicious entries (e.g., DoS, brute force).

e Synthetic Polymorphic Dataset (50,000 entries): Generated polymorphic variants using
automated mutation engines by altering payload entropy, header obfuscation, and URL
encoding patterns.

4.2 Evaluation Metrics

Since the models were trained in a self-supervised setting (i.e., without labeled data), evaluation

was performed using a downstream anomaly detection task. For this, a linear classifier was

trained atop the frozen encoder representations using a small labeled subset (10% of the full
dataset).

The following metrics were used:

e Accuracy

e Precision, Recall, and F1-Score

e AUROC (Area Under Receiver Operating Characteristic Curve)

e False Positive Rate (FPR)

e Embedding Visualization via t-SNE

4.3 Baselines

To benchmark performance, the following models were compared:

Naive Bayes (Gupta & Rathi, 2018)

SVM (Singh & Patel, 2019)

Autoencoder + Isolation Forest

BERT Fine-tuned on Labeled Logs

Ours (Self-Supervised with MLM + CLL)
.4 Results and Analysis

S 06 o o o o

Table 1: Dataset Composition

Dataset Entries  Attack Types Features Extracted
CIC IDS 2018 200,000 DoS, Brute IP, Timestamp, URL, Query Params,
Force, XSS Method
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Synthetic 50,000 Obfuscated Entropy, Header Mutation, Encoded
Polymorphic Logs SQLi, Mutated URLs
Payloads

The experimental evaluation of the proposed self-supervised learning model was conducted
using two distinct datasets: CIC IDS 2018 and a Synthetic Polymorphic Log Dataset. The CIC
IDS 2018 dataset, containing approximately 200,000 entries, offered a rich mix of traditional
attack types such as Denial of Service (DoS), brute-force login attempts, and Cross-Site
Scripting (XSS). The structured nature of this dataset, with features like IP address, timestamp,
URL, HTTP method, and query parameters, enabled the model to effectively learn contextual
patterns in typical web traffic behaviors. The model demonstrated a strong baseline accuracy
on this dataset, identifying classical intrusion attempts with high precision due to the relative
regularity and clarity of attack signatures. In contrast, the Synthetic Polymorphic Log Dataset,
comprising 50,000 entries, was purposefully constructed to simulate real-world, evasive threats
that evolve rapidly. It included obfuscated attack patterns such as mutated SQL injection
payloads, header manipulations, and URL encoding—commonly used techniques to bypass
traditional intrusion detection systems. These logs were characterized by non-trivial
modifications such as high payload entropy, header anomalies, and structurally deceptive
content, making them a better benchmark for measuring the generalization ability of self-
supervised architectures. Despite the lack of explicit labels during training, the proposed model
was able to capture latent relationships and structural regularities in both datasets by leveraging
Masked Log Modeling (MLM) and Contrastive Log Learning (CLL). Notably, on the
polymorphic dataset, the model demonstrated superior resilience against zero-day and
obfuscated attack vectors, outperforming traditional supervised models that relied heavily on
fixed patterns. The contrastive component of the model enabled it to discriminate between
subtle variations in malicious and benign logs, while the masked modeling task helped it
reconstruct essential log components even under severe mutation. This shows the model's
strength in adapting to both structured static threats and dynamic evolving threats, thus
validating the practical utility of self-supervised learning in real-world web security scenarios
where labeling is limited and adversarial tactics are constantly evolving.
Table 2: Pre-processing Summary

Step Technique Used Purpose
Log Tokenization Regex-based log splitter Convert raw logs to structured
tokens

Positional Encoding  Sinusoidal (Transformer-style) Preserve temporal order

Feature One-hot & embedding layers Prepare input for transformer
Vectorization

Data Augmentation Shuffle, Mask, Drop tokens Contrastive learning signal

(CLL)

To ensure high-quality input for the self-supervised learning framework, a structured and multi-
stage pre-processing pipeline was implemented. The first step involved log tokenization, where
raw web logs were broken down into meaningful components using a regex-based log splitter.
This process extracted structured fields such as IP addresses, timestamps, URL paths, query
parameters, and HTTP methods, transforming unstructured text into machine-readable tokens
that retained semantic value. Next, positional encoding was incorporated using a sinusoidal
encoding scheme, a technique borrowed from Transformer-based models like BERT. This
encoding enabled the model to maintain temporal sequence awareness, which is crucial for
detecting evolving attack patterns that span across sequential HTTP requests in real-world
traffic. The model, therefore, was not only able to interpret content but also the order in which
events occurred—an essential capability when identifying session-based polymorphic threats.
Following that, feature vectorization was applied, where categorical tokens were either one-
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hot encoded or embedded into dense vectors. This allowed the transformer model to process
the logs within a high-dimensional latent space, capturing relationships between log
components beyond superficial syntactic similarity. Lastly, for the contrastive learning
component, data augmentation was performed through operations like shuffling, masking, and
token dropping. These augmentations generated positive and negative samples that fed into the
Contrastive Log Learning (CLL) module, allowing the model to learn semantic invariance
under transformation. This step was instrumental in enhancing the model’s robustness against
adversarial variations and log obfuscation techniques often employed by polymorphic threats.
Table 3: Training Configuration

Component Details
Model Architecture Transformer Encoder (6 layers, 8 heads)
Pretext Tasks MLM + CLL (Masked Log Modeling + Contrastive)
Loss Function Cross-Entropy + NT-Xent (Contrastive Lo0ss)
Optimizer Adam (LR=1e-4, Weight Decay=0.01)
Epochs 100
Batch Size 128
Hardware NVIDIA Tesla V100, 256GB RAM, PyTorch 2.0
Table 4: Model Performance Comparison (Downstream Classification Task)
Model Precision Recall F1-Score AUROC FPR
Naive Bayes (Baseline) 0.75 0.70 0.72 0.74 12.3%
SVM (Singh & Patel, 2019) 0.81 0.77 0.79 0.81 10.5%
Autoencoder + Isolation Forest 0.85 0.82 0.83 0.86 9.2%
BERT (Supervised) 0.89 0.88 0.88 0.92 6.7%
SSL (MLM + CLL, Our Model) 0.93 0.89 0.91 0.95 4.3%

The proposed self-supervised model (SSL with MLM + CLL) outperformed all baselines
across key metrics. It achieved the highest F1-score (0.91), AUROC (0.95), and the lowest
False Positive Rate (4.3%), demonstrating strong generalization to polymorphic threats. In
comparison, BERT (Supervised) showed good performance (F1: 0.88, AUROC: 0.92) but
relied heavily on labeled data. Autoencoder + Isolation Forest performed decently (F1: 0.83),
while SVM and Naive Bayes lagged behind with lower accuracy and higher FPR. These results
confirm that the SSL approach is more robust, label-efficient, and better suited for dynamic
web threat detection.
Table 5: Effect of Pretext Task Combinations

Pretext Task Used Accuracy F1-Score AUROC
Masked Log Modeling (MLM) 89.2% 0.87 0.90
Contrastive Log Learning 90.5% 0.88 0.91
MLM + CLL (Joint Training) 93.5% 0.91 0.95

Effect of Pretext Task Combinations on Model Performance
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Figure 1: Effect of Pretext Task Combinations
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The results from evaluating individual and combined pretext tasks reveal the strength of multi-
objective self-supervised learning. When trained solely with Masked Log Modeling (MLM),
the model achieved an accuracy of 89.2%, F1-score of 0.87, and an AUROC of 0.90, indicating
decent performance through log reconstruction. Contrastive Log Learning (CLL) alone
improved these metrics slightly, with accuracy rising to 90.5%, F1-score to 0.88, and AUROC
to 0.91, thanks to its ability to learn discriminative representations. However, the joint training
approach combining MLM and CLL delivered the best results, achieving 93.5% accuracy, 0.91
F1-score, and 0.95 AUROC. This confirms that combining both pretext tasks allows the model
to capture both local token-level and global semantic patterns, enhancing its overall robustness
against polymorphic threats.
Table 6: Effectiveness across Threat Types

Threat Type BERT (Supervised) Autoencoder  Ours (SSL)
SQL Injection (Static) 91.4% 88.3% 94.6%
Header Obfuscation 83.2% 80.1% 91.8%
Encoded XSS 84.7% 81.4% 92.3%
Mutated Payload w/ Entropy 76.1% 78.9% 90.1%
URL Rewriting Attacks 78.0% 79.2% 89.7%

Effectiveness Across Threat Types
94.6%
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Figure 2: Effectiveness across Threat Types
The proposed self-supervised model (SSL) consistently outperformed both BERT (Supervised)
and the Autoencoder across all threat types. For SQL Injection (Static), SSL achieved 94.6%
accuracy, higher than BERT's 91.4% and the Autoencoder’s 88.3%. In the case of Header
Obfuscation, a more evasive attack, SSL reached 91.8%, while BERT and Autoencoder lagged
at 83.2% and 80.1%, respectively. Similarly, for Encoded XSS, SSL maintained strong
performance (92.3%) compared to BERT (84.7%) and Autoencoder (81.4%). Notably, on
Mutated Payloads with Entropy, a clear example of polymorphic behavior, SSL significantly
outperformed the others with 90.1%, versus 76.1% for BERT and 78.9% for the Autoencoder.
Even for URL Rewriting Attacks, SSL achieved 89.7%, well above BERT's 78.0% and
Autoencoder’s 79.2%. These results underscore SSL’s superior generalization to both static
and obfuscated web attacks.
Table 7: Embedding Space Quality (t-SNE Clustering Score)

Model Silhouette Score Cluster Purity
Naive Bayes 0.36 62%
Autoencoder 0.41 70%

BERT (Fine-tuned) 0.52 76%
Our SSL Model 0.66 85%
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Figure 3: Embedding Space Quality (t-SNE Clustering Score)
Table 8: Ablation Studies

es et
naive Bay Autogf‘cod

Ablated Component F1-Score AUROC
Without Positional Encoding 0.86 0.87
Without Contrastive Loss 0.88 0.89
Without Projection Head 0.87 0.89
Full Model 0.91 0.95

The ablation study highlights the contribution of each core component to the overall model
performance. When positional encoding was removed, the F1-score dropped to 0.86 and
AUROC to 0.87, indicating the model's reduced ability to understand the temporal sequence of
log events. Removing the contrastive loss led to a moderate decline, with an F1-score of 0.88
and AUROC of 0.89, suggesting that contrastive learning significantly enhances the model’s
discriminative capability. Excluding the projection head, which maps embeddings into the
contrastive space, also reduced the F1-score to 0.87, keeping AUROC constant at 0.89. The
full model, incorporating all components, achieved the highest performance with an F1-score
of 0.91 and AUROC of 0.95, confirming that each module plays a critical role in maximizing
detection accuracy and generalization against polymorphic web threats.

Ablation Study: Impact of Components on Model Performance
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Figure 4: Ablation Studies
Table 9: Detection Latency (Per Log Entry)
Model Average Latency (ms) Suitability for Real-time
Naive Bayes 0.9 Yes
SVM 2.5 Yes
Autoencoder 4.1 Moderate
BERT 7.8 No
Our SSL (Transformer) 5.2 Moderate
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4.4 Error Analysis
False positives mostly occurred in:
e Logs with uncommon but legitimate user-agent strings (e.g., [oT devices).
e Auto-refresh scripts with unusual query strings.
False negatives occurred in:
e Highly obfuscated polymorphic attacks mimicking CDN or browser headers.
e Very short payloads with encoded parameters.
e These insights suggest further enhancement by incorporating header semantic parsing and
dynamic request-response correlation.
5. Discussion
The experimental findings clearly establish the superiority of the self-supervised learning
(SSL) approach over traditional supervised and unsupervised baselines in detecting both static
and polymorphic threats within web logs. The combined use of Masked Log Modeling (MLM)
and Contrastive Log Learning (CLL) in the proposed architecture demonstrated not only high
classification performance (F1-score: 0.91, AUROC: 0.95) but also a strong ability to
generalize to unseen attack vectors, especially those engineered through payload mutation,
header obfuscation, and entropy manipulation.
The comparative analysis across models (Table 4, Figure 1) shows that while BERT performed
reasonably well on standard attack patterns, its dependency on labeled data limited its scope
against evolving threats. Autoencoder + Isolation Forest offered decent unsupervised anomaly
detection capabilities but lacked the deep semantic understanding provided by the SSL model.
The SSL framework’s resilience was further validated through performance across diverse
threat categories (Table 6, Figure 2), where it consistently outperformed BERT and
Autoencoder on all fronts—including complex polymorphic behaviors like mutated SQL
injections and URL rewriting attacks.
The joint training strategy proved particularly effective. As illustrated in Table 5, combining
MLM and CLL outperformed either task in isolation. This synergy allowed the model to learn
both token-level reconstruction and context-level discriminative features, thereby enabling
more nuanced representation learning. The advantage of this combination became evident in
the embedding quality analysis (Table 7, Figure 3), where SSL achieved the highest silhouette
score (0.66) and cluster purity (85%), indicating well-separated and meaningful latent
representations that aid in distinguishing between normal and malicious behaviors. The
ablation study (Table 8, Figure 4) further confirmed the necessity of each architectural
component. Removing positional encoding resulted in a notable drop in performance,
highlighting the importance of temporal structure in web log analysis. Similarly, removing the
contrastive loss or projection head degraded the model's representational strength. This
emphasizes that each module in the SSL pipeline is not redundant but rather complementary,
together contributing to robust threat detection. From a practical deployment perspective, the
latency analysis (Table 9) showed that the SSL model achieves a reasonable balance between
performance and response time, with an average latency of 5.2 milliseconds per log entry,
making it moderately suitable for near real-time intrusion detection in enterprise environments.
While not as fast as lightweight models like Naive Bayes or SVM, its significantly higher
accuracy and generalization make it ideal for critical security infrastructure where precision is
paramount. The error analysis (Section 4.7) reveals valuable insights for future improvements.
False positives were largely attributed to uncommon user-agent strings and auto-refresh scripts,
which may mimic the structure of certain attack payloads but are benign in context. False
negatives were observed in cases involving highly obfuscated threats, such as encoded headers
resembling content delivery network (CDN) traffic or extremely short payloads with minimal
content to analyze. These errors suggest that the model could be further enhanced by
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incorporating semantic parsing of HTTP headers, session-level correlation, and even response
behavior analysis to enrich the contextual understanding of traffic.
6. Conclusion

This

research demonstrates that self-supervised learning is a powerful tool for detecting

polymorphic threats in web logs. Our proposed method, combining masked log modeling and
contrastive learning, outperforms traditional approaches in data-scarce environments and
adapts well to unseen threats. Future work includes deploying SSL models in real-time cloud
web servers and integrating federated learning for privacy-preserving training.
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