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Abstract 
This paper investigates the complex security and dependability challenges inherent in 

transitioning Quantum Key Distribution (QKD) from point-to-point links to robust large-

scale, metropolitan, and global networks. We focus on superior QKD protocols, specifically 

Measurement-Device-Independent (MDI-QKD) and Twin-Field (TF-QKD), which offer 

enhanced security by addressing hardware-based vulnerabilities (side-channel attacks). The 

research systematically analyzes the security trade-offs introduced by network scaling 

mechanisms, such as trusted nodes, quantum repeaters, and key management systems. We 

highlight that network-level security, particularly against man-in-the-middle attacks on relay 

nodes and key storage vulnerabilities, presents the next frontier in ensuring the end-to-end 

security of quantum communications.   

Introduction 

The promise of Information-Theoretic Security (ITS) offered by QKD is paramount for future 

communication security. However, current QKD technology faces two critical limitations: the 

distance barrier (due to fiber loss) and the complexity of integrating it into a dynamic, large-

scale network infrastructure. To overcome the distance barrier, advanced protocols like MDI-

QKD and TF-QKD have been developed, providing "superior" security against nearly all 

detector-side attacks. This paper establishes the context of large-scale QKD deployment, 

defines the security architecture (e.g., trusted relays), and frames the central question: Can the 

theoretical ITS of QKD protocols be maintained when keys are distributed across a vast, 

heterogeneous network. 

Review of Literature 

The literature review synthesizes three core areas essential to large-scale QKD security: 

Superior Protocol Security: Analysis of MDI-QKD and TF-QKD. MDI-QKD mitigates all 

detector-side side-channels by placing the measurement unit at an untrusted central relay. TF-

QKD further extends the distance by utilizing phase stabilization and interference between 
two distant sources. These protocols represent the current state-of-the-art in overcoming 

security vulnerabilities.   

Network Architecture and Scaling: Review of literature on key distribution across extended 

distances, primarily focusing on Trusted Node Networks (TNNs). This architecture relies on 

intermediate nodes that temporarily decrypt and re-encrypt the key, creating a critical single 

point of failure (the 'trusted' breach point).   

Key Management and Trust Models: Examination of security implications related to 

Quantum Key Management Systems (QKMS). These systems handle key generation, storage, 

routing, and distribution. Literature highlights vulnerabilities in key buffering, key 

consumption protocols, and the physical security of the storage hardware within the trusted 

nodes.   

Methodology 

This research employs a System Security Modeling and Threat Analysis approach, focusing 

on the large-scale QKD network paradigm, specifically the TNN model. 

Architectural Decomposition: Decompose a typical metropolitan QKD network (including 

MDI links and trusted relays) into its security-relevant components: QKD 

transmitters/receivers, fiber links, key managers, and trusted nodes. 

Threat Modeling: Systematically map potential network-level threats that Eve can exploit, 

including attacks on the key management database, jamming of classical side channels (used 

for key sifting), and physical penetration of the trusted nodes. 

Comparative Analysis of Trust: Quantify the security degradation of a TNN model versus a 

future Quantum Repeater network (a truly end-to-end quantum secure model) concerning 
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maximum tolerable eavesdropping noise and key storage time. 

Security Metric Assessment: Analyze the Secret Key Rate (SKR) decay as a function of the 

number of trusted nodes in a chain, which directly reflects the key's security freshness and 

dependability. 

Research Problem 

The fundamental research problem is to quantify and mitigate the security vulnerabilities 

introduced by network scaling mechanisms required for large-scale QKD distribution. 

Specifically, how can we assure the end-to-end ITS of a key when the process requires 

classical routing, storage, and handling at multiple trusted, yet classically insecure, relay 

nodes in a complex network topology? 

Research Gap 

While theoretical security proofs for individual MDI/TF links are robust, a significant gap 

exists in the formal, end-to-end security proof for a multi-node, dynamic QKD network 

architecture. The current literature often assumes perfect trust in the relay nodes. There is a 

lack of: 

A standardized framework for auditing the classical security of the trusted nodes (e.g., 

operating system hardening, physical security). 

Protocols for secure, decentralized, and autonomous key renewal and revocation across wide-

area QKD links. 

Quantitative studies comparing the security resilience of TNNs under active, sustained, 

simultaneous attacks on multiple relay points. 

Objectives 

The primary objectives of this research are: 

To evaluate the security enhancement of superior protocols (MDI/TF-QKD) against practical 

side-channel attacks compared to traditional BB84 links in a scaled network context. 

To identify and categorize the security risks associated with the Trusted Node Architecture 

and the Key Management System (QKMS) essential for large-scale distribution. 

To develop a security framework incorporating robust classical encryption and authentication 

layers to protect the integrity of the key management process within the network. 

Hypothesis 

H_0 (Null Hypothesis): The use of superior QKD protocols (MDI-QKD/TF-QKD) does not 

significantly improve the overall end-to-end security of a large-scale, multi-node network 

compared to a standard QKD network, due to the dominating security risk of the classical 

Trusted Nodes. 

H_1 (Alternative Hypothesis): The combined use of superior protocols (MDI-QKD/TF-

QKD) for link security and enhanced classical security hardening of Trusted Nodes will 

result in a quantifiably higher, more dependable, end-to-end security level for large-scale key 

distribution than current commercial TNNs. 

Importance 

This study is critically important for several reasons: 

Network Security Policy: It provides the necessary data to policymakers and network 

architects on the true security perimeter of commercial QKD networks, enabling informed 

decisions regarding key asset protection. 

Trust and Dependability: By explicitly addressing the classical vulnerabilities within the 

quantum network architecture, the research increases the overall dependability and public 

trust in QKD technology for sensitive applications. 

Future Development: The findings will guide research toward the development of Quantum 

Repeaters and other non-trusted-node scaling solutions, which are essential for realizing a 

truly global, ITS-guaranteed quantum internet. 

Conclusion 

The deployment of QKD in large-scale networks represents a critical step towards quantum-

safe communications, with MDI-QKD and TF-QKD serving as vital components for secure 
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link extension. However, this study concludes that the security and dependability bottleneck 

in current large-scale distribution lies not in the quantum links themselves, but in the classical 

vulnerabilities inherent in the Trusted Node architecture and the Key Management System. 

Achieving true, end-to-end ITS across vast distances requires a rigorous focus on hardening 

the classical relay points and, ultimately, investing in technology (like quantum repeaters) 

that entirely eliminates the need for classical trust. 
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