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ABSTRACT

Computing resources such as networks, servers, storage, services, applications, and software are
pooled and made available to multiple users over the Internet in a cloud computing setup. In
today's era of information technology, we have complete access to data on all major
developments in the relevant disciplines. Various small and large scale (manufacturing,
automation, television, and constructions industries), Geographical Information System (GIS),
Military intelligence fusion (MIS), business management, banking, Education, healthcare,
Agriculture sector, E-Government, and project planning are just some of the areas where the
benefits and drawbacks of cloud computing are discussed in this paper.
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I. Introduction of Cloud Computing
1.1 Introduction
As cloud computing continues to expand, more and more sectors are shifting their computing
needs to the cloud. The term “cloud computing™ refers to the delivery of computing and
information technology resources over the Internet. Cloud computing refers to the delivery of
shared hardware, operating systems, applications, and services through the internet in response to
customers' on-demand usage. Cloud computing is a concept for delivering on-demand network
access to a shared pool of configurable computing resources (such as networks, servers, storage,
applications, and services), with a minimum of administration overhead and service provider
involvement.
The challenges that the cloud-based HPC hub aims to address are as follows:
* Dynamically generated high-performance computing platform
* Virtualized computing resources
» High-performance computer management technology combined with traditional ones
Table-1 describes the various stages of cloud computing, and figure-2 illustrates these stages.
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Fig. 1: Cloud Computing
Table-1 Different phases of Cloud Computing

Phase Description

1. Mainframes 1950s Users shared powerful mainframes using dummy terminals.
Start of automation phase Localized Infrastructure

2. PC Computing 1960s [Stand-alone PCs became powerful enough to meet the majority of users needs. Rise in
Demand of personnel Computer Decentralized Computing Birth of IT service

3. Network Computing | PCs, laptops and servers were connected together through local networks to

1990s shareresources and increase performance.
4. Internet Computing | Local networks were connected to other local networks forming a global
2001 networksuch as the Internet to utilize remote applications and resources.
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5. Grid computing Computing provided shared computing power and storage through a
Beyond 2010 distributed computing. Solving large problems with parallel computing

6. Cloud Computing |Cloud computing is the provision of computer or IT infrastructure through the
Beyond 2010 Internet. That is the provisioning of shared resources, software, applications
and services over the internet to meet the elastic demand of the customer with
minimum effort or interaction with the service provider.

The eevolution of clowud computing

Fig. 2 : Evolution of Cloud Computing
Cloud Computing Characteristics
Scalability: Cloud computing allows for easy scalability, allowing users to rapidly scale
resources up or down based on their needs.
Flexibility: Cloud computing offers flexibility by providing on-demand access to a wide range
of computing resources, such as storage, processing power, and software applications.
Cost Efficiency: Cloud computing can reduce costs by eliminating the need for upfront
infrastructure investments and enabling pay-as-you-go pricing models.
Reliability and Availability: Cloud service providers typically offer high levels of reliability
and availability through redundant infrastructure and data replication across multiple locations.
Elasticity: Cloud computing enables dynamic allocation and reallocation of resources to meet
varying workload demands, ensuring optimal performance.
Multi-tenancy: Cloud platforms allow multiple users or organizations to share the same
infrastructure while maintaining data privacy and security.
Self-Service Provisioning: Cloud services can be provisioned and managed by users
themselves, reducing the need for extensive IT support.
Cloud Computing Challenges:
Security and Privacy: Ensuring the security and privacy of data stored and processed in the
cloud remains a significant challenge. Organizations need to address issues such as data
breaches, unauthorized access, and compliance with data protection regulations.
Data Management: Handling large volumes of data in the cloud requires effective data
management strategies, including data storage, retrieval, backup, and data governance.
Reliability and Service Disruptions: Dependence on cloud service providers introduces the risk
of service disruptions, which can impact business operations. It is crucial to have backup plans
and service-level agreements (SLAS) in place to mitigate these risks.
Vendor Lock-In: Moving from one cloud provider to another can be challenging due to vendor-
specific formats, APIs, and dependencies. This can limit the flexibility and portability of cloud-
based applications.
Performance and Latency: The performance of cloud-based applications can be influenced by
factors such as network latency, bandwidth limitations, and shared resources. These factors need
to be considered when designing and deploying cloud solutions.
Compliance and Legal Issues: Organizations must comply with various regulations and legal
requirements when storing and processing data in the cloud, such as data residency, cross-border
data transfers, and industry-specific compliance standards.
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Legacy System Integration: Integrating existing legacy systems with cloud-based applications
can be complex and require careful planning to ensure compatibility and seamless operation.
Technical Support and Expertise: Adopting and managing cloud computing technologies may
require specialized technical skills and expertise. Organizations may need to invest in training or
seek external assistance to address these challenges effectively.

Il. DEPLOYMENT MODEL OF CLOUD COMPUTING

Private clouds, public clouds, community clouds, and hybrid clouds (which combine public and
private clouds) are the four deployment models for cloud computing.

Public cloud : In the private cloud concept, one company sets up its own cloud

resources, and its employees are the only ones who may use them. This strategy, which is widely
used by governments and large corporations, is excellent in terms of security and can be
implemented either on-premises or remotely. As an illustration, consider eBay:
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Fig. 3 : Private Cloud

Public( General) Cloud: Public access to the cloud's underlying architecture is now possible.

Just like Google or Amason, anyone can use the cloud. Large cloud implementations are found
in the public cloud. The aforementioned cloud platforms are only a few examples.
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Fig. 3 : Public Cloud
Community (domain Specific) clouds: A collaborative effort between several businesses keeps
these clouds running smoothly to meet their needs. It's a group of people from different
companies that have an interest in using the internet to access and share computing resources.

Users typically represent a social or demographic subset with common interests or experiences.
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Fig. 5. Community Cloud

Hybrid cloud (Mixed-model)
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Hybrid clouds include characteristics from many cloud deployment models (public, community,
and private) into a single environment, making it possible to move data and applications between
clouds while maintaining their own identities. Cloud infrastructures designed to outsource
resources while still retaining the necessary degree of control. Web services such as Google,

Amazon, and Microsoft's Azure.
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Fig. 6 : Hybrid cloud

I11. CLOUD SERVICE MODEL
Table-2: Difference between laaS, PaaS and SaaS

Service type laaS PaaS SaaS
1. Service category VM Rental, Online Online Operating Application and
Storage Environment, Online Software Rental
Database, Online Message Application Template
Server Template Queue Automation
Logic Resource Template Web 2.0
Automation Remote
Console,Web 2.0 Automation Online Application
Development & Monitoring
Physical Resource Debugging, Integration of Dynamic
Monitoring Offline Development Orchestration of
Dynamic Tools & Cloud Application
Orchestration of Logic Resource Multi-tenancy
Physical Resources Monitoring
Network Dynamic Orchestration of Business Resource
Virtualization, Server Logic Resources Usage Metering SOA,
Virtualization, Large-scale Distributed Mashup
Storage Virtualization File System, Database,
Physical Resource Middleware etc Data Isolation,
Metering Operating
Load Balance Logic Resource Usage Environment Isolation,
Metering SSL, Web
Storage Encryption SOA Authentication and
andlIsolation, Authorization
VM lIsolation, VLAN, Data Isolation, Operating
SSL/SSH Environment Isolation,
SSL

IV. CLOUD COMPUTING SERVICE PROVIDERS

Cloud computing service providers are companies or organizations that offer various cloud-
based services and resources to users. These providers maintain and manage the underlying
infrastructure, hardware, software, and network components required for delivering cloud
services. They enable businesses and individuals to leverage the benefits of cloud computing
without the need for significant investment in their own infrastructure.
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Infrastructure as a Service (laaS) Providers: Examples: Amazon Web Services (AWS),
Microsoft Azure, Google Cloud Platform (GCP). laaS providers offer virtualized computing
resources such as virtual machines, storage, and networking infrastructure. Users can deploy and
manage their own applications and software on these virtualized resources. They have control
over the operating system, middleware, and applications, while the provider manages the
underlying infrastructure.

Platform as a Service (PaaS) Providers: Examples: Heroku, Salesforce App Cloud, IBM
Cloud Foundry. PaaS providers offer a platform for developing, deploying, and managing
applications. Users can focus on developing their applications without worrying about the
underlying infrastructure. The provider manages the runtime environment, middleware, and
operating system, while users focus on coding and application logic.

Software as a Service (SaaS) Providers: Examples: Salesforce, Microsoft Office 365,
Dropbox. SaaS providers deliver software applications over the internet on a subscription basis.
Users access these applications through web browsers or client applications. The provider hosts
and manages the entire application infrastructure, including servers, databases, and software
updates. Users typically have limited customization options but can benefit from instant access
and maintenance-free software usage.

Cloud computing service providers offer a range of additional services and features that enhance
the capabilities and functionalities of their cloud offerings. These include:

Storage Services: Cloud providers offer scalable and reliable storage services, such as object
storage (Amazon S3, Azure Blob Storage) and file storage (Google Cloud Storage, AWS EBS).
Database Services: Managed database services, such as Amazon RDS, Azure SQL Database,
and Google Cloud Spanner, provide fully managed and scalable database solutions.

Networking Services: Providers offer networking services, including virtual networks, load
balancers, and content delivery networks (CDNSs), enabling users to configure and manage
network resources.

Security Services: Cloud providers offer various security features and services, such as identity
and access management (IAM), encryption, firewalls, and monitoring tools, to ensure data
security and compliance.

Analytics and Al Services: Cloud providers offer services for data analytics, machine learning,
and artificial intelligence, allowing users to leverage advanced analytics and predictive
capabilities.

In addition to these core services, cloud computing service providers differentiate themselves
through factors such as pricing models, global presence and availability zones, service-level
agreements (SLASs), support and customer service, and integration with other cloud services and
tools.

V. APPLICATIONS OF CLOUD COMPUTING

Numerous sectors, including manufacturing, automation, construction, GIS, corporate
management, healthcare, education, agriculture, banking, and more, are finding use for cloud
computing systems today.

1. Cloud Computing in the Classroom: Once an internet-connected computer boots up, it will
send everyone in the school—students, teachers, and administrators alike—straight to the cloud.
Students and teachers alike use their own unique login information to access cloud-based
services, where the primary benefit is the ability to track attendance. The learner has the option
of viewing either live or recorded lectures. The nicest feature about this setup is that students
from different institutions can receive instruction from the same pool of highly qualified teachers
at the same time. Third, the entire examination procedure has been updated; exams will now be
administered via the cloud, and the results of all examinations, including in-class examinations,
will be reported immediately to the relevant authorities. This new method will allow parents to
track their ward's attendance and development in class. Students can use this new technique to be
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ready for future competitive tests without having to follow the trend of signing up for expensive
private coaching or relying on their parents. The following are some of the most significant
benefits of using cloud computing in the classroom:

e Teleconferencing & Distance Learning

Hybrid Classes (Online & Off-Campus Learning)

Getting and using new versions of useful programmes.

Streamlining the time-consuming and expensive enrolling and admissions procedures.
Making cutting-edge computer systems accessible to educational institutions at a
reasonable price. A simple and inexpensive internet connection is all that's required.

e The elimination of paper-based collaboration. Paper is expensive in both financial and
environmental dimensions, making it unfeasible as a means of education.

e Having less administrative work to do frees up time and resources for schools to do what
they do best.Cloud service providers handle all aspects of IT administration, such as
software licencing, software upgrades, and IT security management.

2. The Use of Cloud Technology in Healthcare: For decades, the healthcare industry has relied
on technology advancements to offer patients with better care. Computed tomography (CT)
scanners, diagnostic sonographic (USG) scanners, magnetic resonance imaging (MRI) scanners,
remote monitoring (RM) devices, health and wellness check devices, etc., have all contributed to
earlier disease detection and thus reduced the need for invasive surgical procedures. The
diagnostic phase of healthcare delivery begins after a patient is admitted to a hospital and his
information is recorded into the Hospital Management Information System (HMIS). Now,
imagine that doctors are on the demand side, and one of them needs to look up patient
information in the HMIS. The HMIS administrator will be consulted by the doctor, and the
doctor will receive a detailed response regarding the patient. The doctor may consult with
colleagues as needed during this process. And a cloud specialist will provide their insightful
feedback. With the help of cloud computing, a patient's vital signs can be tracked remotely, their
data analysed quickly, and an emergency response team alerted to their location. A potentially
dangerous patient can be monitored round-the-clock without having to be admitted to the
hospital. Cloud computing's primary benefits in the healthcare industry

e Cloud-based, online health monitoring service

e Better patient care because to increased speed and efficiency

e Providers can use the cloud to get in touch with the right people to handle the
administration and upkeep of their systems, freeing them up to focus on what they do
best: treating and caring for patients.

e Evaluation and adoption of technologies that enable doctors to conduct virtual office
visits with patients is another important aspect of health care reform.

3. Industrial Production and Robotics: Cloud computing has the potential to improve the
performance of nearly all automation systems. Possible advantages are listed below.
A. Enable cloud-based manufacturing and automation services, which:
e Help small shops compete for larger assignments;
e Allow larger firms to rent out their unused machinery and tools;
e Shorten the design and prototype phases;
e Enhanced ability to engage with customers and vendors
B. Extremely adaptable production

e Multiple-product assembly line that can be easily adapted and reconfigured

e Connectivity to databases on both the micro (production line status) and macro (social
activities, news, weather, stock market, currency exchange, etc.) levels to enable prompt
reactions to shifts in the market..

e Material identification, processing, and delivery without human intervention.
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e Downtime reduction via fault diagnostics and failure robustness
C. Crowd-based methods

e Crowd-assisted data analysis

e Knowledge provision for automated learning

e Collaborative design and verification

5. Uses for Geographic Information Systems: With the use of a Geographic Information
System (GIS), we can capture superior satellite images. Demand for these images is on the rise.
In order to process and store these large, high-resolution images, a lot of computing power was
required.

6. Military information fusion (MIF) :MIF refers to the method of combining military
intelligence data. For precise results in position estimation, state estimation, and identity
validation, MIF adjusts, combines, and incorporates data and information from multiple sources
into a single expression. By leveraging cloud computing, it provides a pool of intelligent
resources with on-demand access.

7.The Broadcasting and Television Sector: The future generation of television broadcasting
networks, as well as the integration of three networks, will rely heavily on cloud computing.

8. E-Governance: The term "e-governance" refers to a system that allows government agencies
to collaborate, disseminate data, and provide services to citizens online.

Here are some examples of common E-Government software:

e G2G (Government to Government): Interaction between different government agencies.
Management, Enterprise Governance, Control Monitoring, Control Distribution, etc.

e Enterprises under government jurisdiction (e.g., the water board and the energy company)
are expected to implement policy changes rapidly through a mechanism known as
"government to enterprise™ (G2E).

e The term "government to business” (G2B) refers to the many ways in which the
government collaborates with private sector enterprises.

e G2C, or government to consumer, refers to the many services that the government offers
to the general public.

9. Project Management: Planning, organising, and managing resources to achieve
predetermined project goals is project management. The tasks and locations of the people
involved in the project are constantly shifting. A web-based application's obvious benefit is that
it allows users in different regions to share the same authoritative data. Files can be accessed
from any device using an internet browser.

10. Family Cloud Computing

Schedule Sharing; grocery list sharing; home budget sharing; contact management sharing;
project sharing; digital photo sharing among family members

VI. FUTURE SCOPE

The field of cloud computing has come a long way, but we still think there are many questions
that need to be answered. Organisations, infrastructures, and purposes vary greatly in their
security, dependability, and performance needs, thus it's important to cater to each one.

e Enhance data security; e Interoperability;

e Dbroaden availability; e Optimised Networks;
e target small and medium businesses. e Distributed Clusters
e Dependability Attack susceptibility

VII. CONCLUSION

Computing resources such as networks, servers, storage, services, and applications can all be
pooled and shared in a cloud computing setup. In this paper, we looked at what cloud computing
is, how it works, what problems it solves, who offers cloud services, and what kinds of tasks may
be accomplished in the cloud. Scalability, low cost, adaptability, and accessibility are just few of
the benefits of cloud computing. It allows businesses to scale up or down their resources as
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necessary, saving money on infrastructure. Because of cloud computing's scalability, resources
may be accessed from anywhere, facilitating remote work and team collaboration. However,
there are drawbacks, such as security concerns, internet connectivity needs, and a lack of
privacy. On-demand self-service, widespread network connectivity, resource pooling, quick
elasticity, and metered service are just a few of the hallmarks of cloud computing. These features
help make cloud computing environments productive and efficient. Security and privacy worries,
vendor lock-in, regulatory compliance, and service reliability are just some of the issues that
cloud computing raises. Strong security measures, cautious vendor selection, and compliance
with applicable legislation are essential for meeting these problems head-on. Public, private,
hybrid, and community clouds are all examples of deployment models that fall under the
umbrella of cloud computing.
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